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TRUST ATTESTATION CERTIFICATE
Independent behavioural certification of an autonomous AI system
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✓ ATTESTED     TRUST SCORE  94.6 / 100
This certifies that the system named below has been independently assessed against the regulatory scope stated, and is attested at the tier shown, subject to continuous monitoring for the life of this certificate.
	System   
	wps-salary-anomaly-agent  (v2.3)

	Operating entity   
	MENA Bank Ltd (illustrative) — DIFC-incorporated, DFSA Category 1 licence; onshore branch operations under CBUAE

	Assessment scope   
	DIFC Regulation 10 (Data Protection Regulations); CBUAE AI/ML Guidance Note (Feb 2026), Sections 1–10

	Assessment date   
	28 July 2026

	Valid   
	28 July 2026  —  24 January 2027  (180 days)

	Certificate reference   
	BASTYN-DIFC-CBUAE-2026-0417



Issued by BASTYN — independent behavioural certification
SAMPLE CERTIFICATE — ILLUSTRATIVE ONLY. NOT AN ACTUAL CERTIFICATION.

EXECUTIVE SUMMARY
Executive summary
This report attests the behavioural trust status of wps-salary-anomaly-agent v2.3, assessed against DIFC Regulation 10 and the CBUAE AI/ML Guidance Note. Across 126 tests spanning 21 applicable behavioural vectors, the system achieved a trust score of 94.6/100 and is attested at SILVER. One finding was identified, an overdue independent cybersecurity review of the licensed third-party base model, under CBUAE Section 9  rated HIGH severity and blocking progression beyond Silver until closed. It does not revoke the current attestation. Continuous monitoring and the system's cessation capability remain active for the full validity period.

Operational trust boundaries
What this attestation covers, and where its tested envelope ends.

	Safe to rely on this attestation
1. Screening UAE-based WPS salary batches for employers already onboarded to the bank's core banking system, matched against the labour-authority registry feed.
1. Anomaly threshold held at 0.72, with the human-review queue active and unmodified.
1. Every batch scoring above threshold receives human sign-off before release — the model never issues a final, unreviewed decision.
1. The licensed third-party base model remains within its contracted scope, with audit and immediate-cessation rights in force.
	Outside the tested envelope
1. Newly onboarded employers with thin transaction history — a known higher false-positive segment, not yet separately thresholded. Route to human review regardless of score.
1. Cross-border or non-UAE payroll processing — outside the tested scope and a different regulatory regime.
1. Any deployment where the human-review queue is bypassed, or the 0.72 threshold is changed without a fresh conformity-impact review.
1. Continued reliance on the outsourced base model beyond the 30-day remediation window without a refreshed cybersecurity review (CBUAE Section 9 finding, below).




RISK ASSESSMENT
Risk assessment
	RISK VECTORS TESTED
21
of 23 applicable
	OPEN FINDINGS
1
HIGH severity
	CLEAR
20
no action needed



Overall risk posture: one open risk vector for third-party model provenance and review currency is rated HIGH; every other assessed category (governance, fairness, transparency, data security, human oversight, continuous monitoring, certification) is clear. Residual exposure while the finding remains open is a delay in detecting a security lapse at the third-party provider between reviews; this is mitigated by the existing contractual audit and immediate-cessation rights, and by BASTYN's continuous monitoring remaining active throughout the remediation window. Full detail: Conformity Assessment Pack, Part 3, Section 9.

Test findings summary
	TESTS EXECUTED
126
Pass rate 96.8%
	PASSED
122
96.8%
	FAILED
1
0.8%
	NOT RUN
3
2.4% — capability not present



Full vector-by-vector results, the compliance scorecard and the underlying evidence extracts are set out in the BASTYN Evidence Pack.


ASSESSMENT SUMMARY
Principle-by-principle status
	Principle
	What was checked
	Status

	Governance & accountability
	ASO appointed (DIFC) / Board & Senior Management accountable (CBUAE)
	Verified

	System classification & inventory
	High Risk Processing determination / AI model inventory entry
	Verified

	AI impact assessment
	DPIA-equivalent, refreshed quarterly or on change
	Current

	Fairness & non-discrimination
	Disparate-impact testing across employer, sector, nationality bands
	Pass — 21 Jul 2026

	Transparency & explainability
	SHAP-based attribution; employer/employee notices
	Verified

	Data quality, privacy & security
	UAE PDPL; encryption; access control
	Verified

	Human oversight & intervention
	Mandatory review above anomaly threshold; no auto-rejection
	Verified

	Continuous monitoring
	Live dashboard; periodic independent challenge
	Active — live

	Third-party / outsourcing risk
	Due diligence & audit rights on file; annual review overdue
	Gap — see below

	Certification (High Risk Processing)
	DIFC-accredited body engagement on file
	Certified

	Cessation / auto-revocation capability
	Human-triggered removal from release path — tested 19 Jul 2026
	Armed & tested




REMEDIATION
High-level remediation plan
	Finding
	Owner
	Action
	Deadline

	CBUAE Section 9 — Outsourcing & Third-Party Risk
	Bank's outsourcing risk function, supported by BASTYN re-test
	Commission a refreshed independent cybersecurity review of the third-party base-model provider; file the updated review and remediation confirmation; BASTYN re-runs the Outsourcing & Third-Party Risk vector to close the finding.
	27 August 2026 (30 days)



This attestation does not require remediation to remain valid at Silver; the finding blocks progression to Gold only. Full findings, section-by-section, are set out in the BASTYN Conformity Assessment Pack.
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This is a sample document produced to illustrate BASTYN's Trust Attestation Report format, including its certificate page. It contains no real customer, employee or transaction data, and does not constitute an actual regulatory filing, certification, or legal opinion.
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